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Overview

Purpose

Docudesk deskPDF Enterprise Deployment and Configuration Guide

deskPDF is a PDF authoring tool which converts virtually mon-standard
document type into the universally recognized PDF doctifoemat standard.
deskPDF version 2.5 introduces many new capabilities whictv akentralized
deployment and configuration to ensure document secuptgserved and best
practices are adhered to.

This guide provides and overview into the ways which deskPDbealeployed
and configured on an enterprise basis. For informatiogeaeral use, product
installation, product registration, or product featuptsase refer to the
appropriate document locatedvatw.docudesk.com/download.asp

Conventions

This guide uses text and graphic conventions to simplify cengmsion of its
contents.

Text Conventions

The table below highlights the text conventions used in thidegui

Convention Explanation Example

Alternate mouse Usage of the right mouse button Select the “print to PDF Function

click using the alternate mouse click

Arrow Indicates the selection order of menu | File  Save

items This indicates go to the File menu

and select the Save function

Bold Indicates user input Press the Enter key

Click Usage of the default mouse button Click the deskPDF properties
window to show additional
configuration options.
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Icons
The following icons are used in this guide:

@ Note: A note is an informational message containing a suggestian
tip

!E Alert: An alert icon is a message to follow instructions closely
L3



Overview

Audience
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Thank you for purchasing Docudesk’s deskPDF, a leading prodalgctronic
document publishing automation. This guide is designed to help IT
administrators and managers gain an understanding of tloa®jpptvailable for
deploying deskPDF and how to configure deskPDF to meetdbeument
security and document publishing guidelines.

This guide is intended to address those features foundsione.5 of deskPDF.
The concepts covered in this document can be appliedhalbekPDF
Professional and deskPDF Standard, however, mang @ivinlable security and
configuration options found in deskPDF Professional arapplicable to
deskPDF Standard.

There are many nuances to enterprise software deploynenbafiguration.

This guide is intended to provide guidance to those fammilih software

publishing and centralized configuration tools available fromganies such as

Microsoft.

T Note: As there are many complexities to software publishing, as such
they should be carefully planned. Users unfamiliar witbrésoft
Active Directory, .MSI software builds, and Group Pol@pject (GPO)
configuration are encouraged to familiarize themselvds thviése topics
before proceeding.
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This section describes how to deploy deskPDF on a Micrigioitlows based
network. Docudesk can easily be deployed enterprise-wislevieral ways
including; using Active Directory Group Policies, scripgsthrough using other
3 party deployment software. The scope of this documentiisiog GPO
software assignment and publishing to deploy deskPDF.

Getting Started

Before you begin, the Group Policy Management Console musstadiéd in
order to follow this guide as written. The console safnis freely available
from Microsoft's web site via this url:

http://support.microsoft.com/common/internationse?rdpath=dm;en-us;select&target=assistance&c1=508

Group Policy Deployment

Using GPOs administrators can define how to deploy deskHDEre are two
deployment methodologies which can be used via GPOs, Publistung a
Assigning. deskPDF supports both approaches. When the padliefined for
users, only the users under by the policy will have accedssid®DF. (i.e. if
multiple users use the same machine with unique logins g listed in the
policy will have access. The policy can be definedfiecacomputers in a given
group in which case all users on the listed machine witirbeided access.

When the software publishing approach is used, deskPDFers &istan available
application in the user’'s WindowAdd or Remove Progranasd must be
manually installed by the end-user. When deskPDF i©deglvia assignment,
it is automatically installed upon computer restart or waeser logs in. The
dependency on computer restart or user log in is based on wtiethe
deployment is for users or if the deployment is for users.

Deploying deskPDF using Group Policy Objects

The following steps outline how to install deskPDF using GPOs.

1. Copy the MSI file into a network share distribution point

2. Start the Group Policy Management Console. Locatedast St

Control Panel Administrative tools andselectGroup Policy
Management

Select the appropriate domain and riglitk Group Policy Objects
SelectNew andEnter name of new GPO for deskPDF deployment
Selectthe newly created deskPDF GPO under Group Policy Objects in
the left pane.

arw


http://support.microsoft.com/common/international.aspx?rdpath=dmen-usselecttarget=assistancec1=508

Docudesk deskPDF Enterprise Deployment and Configuration Guide

6. Click Add in theSecurity Filteringsection of th&copeab in the right
hand pane ifrigure 1.

=i Group Palicy Management H‘E]EI
5% Fle Acton  View Window Hep =1g]x|
e i [=c] 2
E’ﬁ Group Policy Management deskPDF Deployment
= 4 Forest: test. docudesk.com R - — — —
2 @ pomas 9 | Detos | Setings | Deiegaion
- B8 test.docudesk.com Links
| B etk Doy ks ntnslocdior; | |
#1-[&) Acme Accounting -
- Acme Adin The following sites, domains, and OUs are linked to this GPO

+ [ Acme Sales

#1-{) Domain Controliers

=g Group Policy Cbjects

5} Default Domain Controllers Policy
- /5 Defauit Domain Policy

i __.‘?j deskPDF Deployment

Location = Enforced Link Ensbled Path

Sl | ¥

L sites

(i3} Group Policy Results Secuiy ireing

Name
€7 Authenticated Users

[ Add %J [ Remowe

Figure 1

Click Object Types in th8elect User, Computer, or Growpndow

Add the users which you want to deploy deskPDF

After adding users close tiszlect User, Computer, or Groupndow

0. Now Selectin the left pane the new group created for deskPDF and edit
this group by right-clicking an8electingEdit.

11. Expand theSoftware Setting®lder and right-click th&oftware

installationicon as shown ifrigure 2.

B oo~

‘Tl Group Policy |Z| @@

File Acton View Help

o AEERB @

=y deskPDF Deployment [testad. test.c | Name ‘ Version | Deployment state |
= Computer Configuration % deskPDF 2,5 Professional Enterprise 25 Assigned

—-[[] Software Settings

o 1 o e

+- (17 Administrative
= & User Configuratior

+- (1] Software Sett  Paste

+-(01 Windows Setti  Refresh

+ ({7 Admiristratve  Export List...

View 3

Properties

Help
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Figure 2

12. SelectNew Package (Figure 2).
13. Browseto location of deskPDF MSI on network share Sedectit.
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14. Choosewhether the deployment is to Besignedauto install) orclick
Advancedo publish the application (populates users programs in
add/remove programs).

Note: The deskPDF Configuration Tool allows for deploying a

{g transformed MSI package with pre-defined custom settiddiernately,
deskPDF can be dynamically customized via registry baseg gaicy
settings.

deskPDF MSI Configuration Tool

To create a custom deskPDF MSI installer with sedtipg-defined,
administrators may use the deskPDF Configuration Tool Jd@he dCT tool is
included in the deskPDF Admin and Deployment Kit which @vjofed by
Docudesk free of charge. Once installed, the dCThedaunched via the
shortcut located under StartPrograms Docudesk Admin and Deployment
Kit.

The dCT steps through the process of making deskPDF spmmifigurations,

applying the configurations to a transform file, and optigregplying the
transform file to the deskPDF MSI installer packager&ate a custom installer.

a Docudesk deskPDF Configuration Tool

Step 1 Click here to configure settings using the Group Policy Editer

Step 2 (Optional) Add existing profile settings to transform

Step 3 Select the deskPDF MSI installer package to configure

Step 4 Select filename and path for the MSI transform file

Step § Create transform file using these settings

Selected MSI

Transfarm File

|Cnnﬂguraﬁun Option

Optional Step Apply transform and cenfiguration to selected MSI

FiguB
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The first step $tep 1 in Figure 3)equired is to configure deskPDF specific
custom settings using Microsoft's Group Policy Editor. Tlafigure Settings
button will launch the Microsoft Group Policy Editor MM@ag-in.

Once the Group Policy Editor is launched selecittheninistrative Templates
folder in the left paneRigure 4) Once this folder is opened, click ttieskPDF
Custom MSfolder icon. The available settings will then be displayettie
right hand pane. Double-clicking a setting icon opens thleglused to apply
changes.

Note: For information on available settings, refedaskPDF
Configurationin the following section.

F

‘i Group Policy E@@
File Action View Help
= k:a] 2
5 Local Computer Policy B8 deskPDF Custom MSI
= ﬁ Computer Configuration
(] Software Settings .
& (I3 Windows Settings Select an item to view its description, Setling |
= [ Administrative Templates {3 security Settings i
f= deskPDF Custom MST {2 General Settings "
4[] Windowshmponents (M deskPDF Profile Settings M
= @ User Configuration @ Display Preferences M
(7 Software Settings ﬁ Application Settings M|
([ Windows Settings gstatunerv el
- Administrative Templates
< b
\ Extended 4 Standard /

Figure 4

After these settings are modified, exit the editor. Adtating, the dCT will
import the settings and ttgelect MSbutton will become available for selection.

Note: The dCT uses this instance of the Group Policy Editai\s@br
configuring deskPDF MSI packages. The settings made wineg the
dCT are not saved as local machine policies. Any egdacal machine
policies will not be displayed and any new policy changesnwilbe
applied in this instance of the Group Policy Editor. eXisting local
machine policies are preserved after using the dCT.

e

The second step is used if the administrator wishes to apgilgm profiles to
the MSI based on the profiles available on the machine whect@T is

10
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executed. Taelectthe multiple profiles for a particular transform, hdiolwn
either the control or shift buttqFigure 5)

E': Docudesk deskPDF Configuration Tool.
Step 1 Click here to configure settings using the Group Policy Editor
Step 2 (Optional) Add existing profile settings to transform

Step 3 Select the deskPDF MSI installer package to configure

Step 4 Select filename and path for the MSI transform file

Step § Create transform file using these se!

Selected M3,

Transform File:

| Canfiguration Option Valua

Select all profiles you wish to include

Add Profiles

Optional Step Apply transform and configuration to selected MSI

Figure 5

Note: To use this functionality, profiles must already existhon t
t{g computer. To learn more about creating profiles, refénealeskPDF
Professional v2.5 User Guide.

Note: Administrators can define profiles which utilize configioat
t{g settings which are made unavailable via the custom GrougyPol
configurations.

The third step requires selecting the deskPDF MSI Iestadckage to which the
custom settings will be applied. Browse to the directoryrevtiee MSi file is
stored andelectthe MSI Installer packagéigure 6)

11
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a Docudesk deskPDF Configuration Tool ‘;\EHX'
Step 1 Click here to cenfigure settings using the Group Policy Editer

Step 2 (Optional) Add existing profile settings to transform

SelectM3I

Lookin: | 2 deskPDF ADK - ~moiE-

My Recent
Documents

Step 3 Select the deskPDF MSI installer package to configure

My Documants

o

My Computsr

File name [

g Files of type: [MSI Packages (*msi)

NG [~ Openasead-anly

gpan |
Cancel

Lo L]

Figure 6

The fourth step is to select the file name and locatiavhere the MSI transform
file should be saved once created by the del@ufe 7)

a Docudesk deskPDF Configuration Tool

Step 1 Click here to configure settings using the Group Policy Editor Configure Setlings

Step 2 Select the deskPDF MSI installer package to configure SelectMSI

Step 3 Select filename and path for the MSI transform file Transfarm File
Step4 Ci
Savein: |2 Demo Downloads -] ~EckEr
Selecte
Transfon é
Carfigwation] R en:
Documents
Deskiop
(6
v
My Documens

My Computer
S File name ftestranstorm - Save I
ptional § o
Save astyps [MST Transform files (~mst) Eal Caneel
My Network

Figure 7

Once this is performed, the transform file can be erkhyclicking theCreate
Transformbutton in Step 5. This transform can then be applieetdASI

12
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installer immediately through the dCT user interfaeéef to Optional Step in
Figure 3), via the command line using msiexec.exe or during GP@yieint.

=) Note: This approach although effective for statically configure

\.\fg applications, is not ideal for deployments which will bgutarly
reconfigured. Refer tdeskPDF Configuratiofior information on
deskPDF'’s registry based Group Policy settings. This rdethows for
greater control and can dynamically configure client dBskP
installations without the need for re-deployment.

Scripting Installations

deskPDF'’s standard installer can also be deployed usiipdisg technologies.
Writing deployment scripts is out of scope for this docatneowever,
deskPDF'’s installers do provide a silent switch whicbvalleskPDF to be
deployed silently (without installation dialogs) on cliemchines.

To use the silent install option with deskPDF’s exeailhat, execute the
deskPDF installer with the /verysilient command line skwit

Example: c:\ deskPDF25Ent-Setup.exe /verysilent

To use the silent install option with deskPDF’s MSlalfist, execute the
following command line:

Example: msiexec /i c:deskPDF25Ent-Package.msi /quiet

deskPDF Terminal Services Deployment

To deploy deskPDF in a terminal services environment, log tine Windows
server which will host the deskPDF application with adnghts. As with any
other application, use the following sequence to instatirtS Control Panel

Add/Remove Programs Add New Programs CD or Floppy Browse to
location of deskPDF installer .exe or .MSIFinish. Figure 8shows theAdd or
Remove Programdialog for reference.

13
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ﬁ Add or Remove Programs

o]

CD ot Floppy
Add programs from Microsoft

% To add new Windows features, device drivers, and system updates over the Internet, click Windows Update
Windows Update

Add a program from CD-ROM or floppy disk
"".. i To add a program from a CD-ROM or floppy disk, click CD or Floppy

Add/Remove
Windows
Components

*
Set Program

Run Installation Program LI

Ifthis is the correct installation program, click Finish. To startthe
‘automatic search again, click Back. To manually search for the
installation program, click Browse.

Access and

Open:
Defauits

loads\deskPDF25EniPro-Package. msi" Browse..

<Back I Finish | Cancel

Figure 8

To implement user restrictions based on the number of asedrdeskPDF
licenses go t®rintersand use right-click the deskPDF object tiobok

Properties This will open thdropertiesdialog box. Click on theSecuritytab.
Add or remove users accordingly.

14
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deskPDF version 2.5 includes new capabilities to allow fotrakzed policy-
based control and administration of the deskPDF user Gasefollowing
sections cover the two primary ways for centrally adnenisty deskPDF.

deskPDF Security Model

deskPDF provides a four tier security model which allows@th administrators
and end users to work in tandem to align business documetiepaliith
individual user tasks. At any point a policy conflict occ(ire. a user defines
one setting and it conflicts with a corporate settinddcked higher level setting
will be the one which will be the one presented to the. uddrigher level
deskPDF settings are not locked, or configured as suggesti@y will not
override sub-level settings.

|
we' ()
&* "
'
Lv# S8
'
(
y
Figure 9
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Active Directory GPO Configuration
Using Group Policy Objects to configure deskPDF clienteaspreferred
method as it is dynamically integrated with the cli@at Active Directory and
changes are made to the client without requiring redeploysigPd-.

Before you begin, we recommend installing the Group Policgddament
Console if you have not already done so. The console sofisvieely

available from Microsoft's web site via this url:
http://support.microsoft.com/common/internationse?rdpath=dm;en-us;select&target=assistance&c1=508

To open the Active Directory Users and Computers snagelact Start
Settings Control Panel Administrative Tools Active Directory Users and
Computers

Figure 10

Selectan initial target Organizational Unit for applying the agafation
settings. Right-click on the target group aetectProperties (Figure 10).
Next, Selectthe Openbutton under th&roup Policytab Figure 11)

16
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Figure 11

After clicking theOpenbutton the Group Policy Management Console will open.
Right-click on the targeted group aselectCreate and Link a GPO Here
(Figure 12).

Figure 12

17
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Next, Enter a new name for the GF&glre 13).

Figure 13

Expand the target group in the left pane s@liectedit to modify the newly
created GPO for the target grougrigire 14).

Figure 14

After Edit is selected th&roup Policy Editowill open. The next step is to add
in the deskPDF template Right-Clicking Administrative Templatasnder

User Configuration (Figure 145electAddto insert the deskPDF.adm file
(Figure 15)

18
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Figure 15

Searchfor deskPDF.adnon the computer dsrowsethe default folder
(c:\windows\inf) whichdeskPDF.adnis typically installedFigure 16)

Figure 16

After the template is added tb®mcudesk deskPDF Profile Settingsnplate will
be available under thedministrative Templatdserarchy as shown iRigure

17. ClosetheGroup Policy Editorand return to th&roup Policy Management
Console.

19
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Figure 17

After closing theGroup Policy Editorthe available deskPDF policies can now
be applied.Navigateto theGroup Policy Objectfolder in the left menu pane
and expand it.Selectthe name chosen for the deskPDF Poliaiedselectthe

Settinggab in the right pand={gure 18) Modify the desired policies as
necessary.

Figure 18

20
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deskPDF Terminal Services/Individual Desktop Config  uration

For standalone deskPDF Terminal Services or per insthast¢op
configurations, local machine group policies can be used tigooafsettings for
all end users on a given server or desktop. Run the ity (start-run-
gpedit.msc), install the deskPDF.adm file and follovpstested above iActive
Directory GPO Configuratioro set local machine policies.

Available Settings and Properties

deskPDF provides granular control via registry based psétyngs when used
with GPOs or local machine policies and provides a powsdiultion for
document security and setting an enterprise-wide documedlitng protocol.

With registry based group policy settings, administratars do things such as:

Require the end user to use a particular watermarkterHead or
provide them with a limited selection to choose from.

Require that all PDF’s are saved to a particular locaetwork
directory.

Require that a particular level of security is used wélticular
permissions such as disallow copying or disallow printing
Establish a PDF compatibility standard

Establish file name conventions to ensure file name unagse(i.e.
adding timestamps to filenames)

The following properties can be configured to tailor th&kBE#~ deployment.
Many of the fields can be locked such that they areice=d from use by the end
user. The three positions of the lock are none (unlocketyjsible (locked-
item is removed from user’s application instance), andbigglocked- item is
“grayed out” on user’s deskPDF instance).

Security Settings:
Encryption Level Lock: unlocked, not visible, disabled
PDF Encryption Level: no encryption, 40-bit, 128-bit
Owner Password Lock: none, not visible, disabled
User Password Lock: none, not visible, disabled
Disable Password Warnings: yes, no
Allow Printing: yes, no
Lock allow Printing: none, not visible, disabled
Allow Copy and Paste: yes, no
Lock allow Copy and Paste: none, not visible, desébl
Allow Modify Content: yes, no
Lock allow Modify Content: none, not visible, disabled
Allow Modify Annotations: yes, no
Lock allow Modify Annotations: none, not visible, disabled
Allow Screen Reading: yes, no

21
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Lock allow Screen Reading: none, not visible, disabled
Allow Degraded Printing: yes, no

Lock allow Degraded Screen Printing: none, not visititgbled
Allow Assembly: yes, no

Lock allow Assembly: none, not visible, disabled

Allow Fill-In: yes, no

Lock allow Fill-In: none, not visible, disabled.

General Settings:
PDF Compatibility: PDF 1.2, PDF 1.3, PDF 1.4
Default Title: <insert text>
Default Subject: <insert text>
Default Keywords: <insert text>
Default Author: <insert text>

deskPDF Profile Settings:
Lock All Profiles Selections: none, not visiblesabled
Lock Profile Selection: none, not visible, disabled
Lock Profile Delete: none, not visible, disabled
Lock Profile Save: none, not visible, disabled
Lock Profile Default: none, not visible, disabled

Display Preferences:

Auto-Rotate Pages: Page by Page, Document, None

Lock Auto-Rotate Pages: none, not visible, disabled

Viewer Display Menu: Bookmarks, Hide Menu Ul, Thumitsa

Lock Menu Display: none, not visible, disabled

Viewer Page Layout: Single Page, Facing Pages, Onen@dlwo
Column Left, Two Column Right

Lock Page Layout: none, not visible, disabled
Viewer Zoom: Fit Page, Fit Width, 10%, 25%, 50%, 75%,
100%, 125%, 150%, 200%, 400%, 800%

Lock Viewer Zoom: none, not visible, disabled

View Full Screen: yes, no

Hide Menu Bar: yes, no

Hide Toolbar: yes, no

Show PDF Title in Caption: yes, no

Application Settings:
Disp Adv Options: yes, no
Lock Disp Adv Options: none, not visible, disabled
File Name Suggest: Yes, no
Lock Filename Suggest: none, not visible, disabled
Copy Filename to Clipboard: none, not visible, disabled
Lock Copy Filename: none, not visible, disabled
Remember Last Settings: yes, no
Lock Remember Settings: none, not visible, disabled
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Stationery:
Stationery Path: <insert text>
Stationery Name: <insert text>
Lock Stationery Selection: none, not visible, disabled
Apply Stationery as Watermark: yes, no
Lock Stationery Watermark: none, not visible, disabled
Disable Stationery: yes, no

Default Save Path:
Default Save Path: <insert path>

References

The following links provide additional information on GPO c¢guafation and deployment

http://www. microsoft.com/windowsserver2003/techinfo/overview/tgpimspx

http://www.microsoft.com/windowsserver2003/gpmc/gpmcwp. mspx

http://www.microsoft.com/windowsserver2003/gpmc/default.mspx
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Additional Considerations

The latest security patches and service packs withindsiér Windows can introduce pop up
warning messages on user’'s computers when new macros are depl®tber from the user
installing a Docudesk product or from a centralized Docudeployment. We digitally sign our
macros which is all a software vendor can to comply Withdows security.

The three options below provide ways to bypass this ndtditéy registering Docudesk’s
deskPDF macros as trusted sources. The only other altertmsuppress this message from
recurring is to notify the end users to approve the macraelaeuk "always trust content from
Docudesk Corporation”. As with the automated methods detadow, this manual method will
ensure users are never warned again about security isstasipg to a Docudesk product.

It is important to note that from our experience we Haued that not employing these
recommendations will result in users clicking the “No” fastallation of the deskPDF macros
when they are prompted by the Windows security notification.

Method 1: Using Microsoft Word's admin template, you will wamtenable "trust all
installed add-ins and templates” and have the mactoielevel set to "medium™ in order to
suppress the enable macros notification.

Method 2: Office 2003 shares the same trusted publisher’s keystdriEthaes. Using the
internet maintenance extension, administrators can inipetrusted publishers list from any
given machine's keystore and push it out via GPO. The folgplink provides describes this
process.

http://technet2.microsoft.com/WindowsServer/en/Library/1f105ee4-4086-a03e-
77fcd91a64e41033.mspx

Method 3:

Once the macro is approved on one machine it can be expodguished via script. On the
computer that has the deskPDF macro approved, the celd sflsoviewable in the IE trusted
publisher’s store.

To view the IE trusted publisher’s store open IE then r@aeithe menu bar via Tools | Internet
Options |Content | Publishers. Select the Docudesk egrettport to a base64 encoded X.509
cert file named "docudesk.cer".

From your script run these two command lines:

Machine wide install (all users):

certmgr.exe -add docudesk.cer -c -s -r localMachine Root
certmgr.exe -add docudesk.cer -c -s -r localMachinet@desiblisher
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Install for current user only:
certmgr.exe -add docudesk.cer -s Root
certmgr.exe -add docudesk.cer -s TrustedPublisher

Certmgr may need to be pushed to these desktops or usa fretwork
share. Further, run the script with administrative rigbtdhe machine wide install.

25



Docudesk deskPDF Enterprise Deployment and Configuration Guide

Docudesk

20333 State Highway 249
Suite 200

Houston, Texas 77070
USA

www.docudesk.com

© 2006 Docudesk, Inc. All rights reserved. Docudesk, deskPDF, and the Docudesk logo, are either registered trademarks or trademarks of Docudesk, Inc.
Other brand and/or product names are the trademarks or registered trademarks of their respective companies.

26



