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Overview 
deskPDF is a PDF authoring tool which converts virtually any non-standard 
document type into the universally recognized PDF document format standard. 
deskPDF version 2.5 introduces many new capabilities which allow centralized 
deployment and configuration to ensure document security is preserved and best 
practices are adhered to. 
 

Purpose 
This guide provides and overview into the ways which deskPDF can be deployed 
and configured on an enterprise basis.  For information on general use, product 
installation, product registration, or product features; please refer to the 
appropriate document located at www.docudesk.com/download.asp 
 
 

Conventions 
This guide uses text and graphic conventions to simplify comprehension of its 
contents. 

 

Text Conventions 
The table below highlights the text conventions used in this guide 

 
Convention  Explanation  Example  
Alternate mouse 
click 

Usage of the right mouse button   Select the “print to PDF Function 
using the alternate mouse click 
 

Arrow �   
 

Indicates the selection order of menu 
items 
 

File �  Save 
This indicates go to the File menu 
and select the Save function 

Bold  Indicates user input Press the Enter key 
Click Usage of the default mouse button Click the deskPDF properties 

window to show additional 
configuration options. 

 

http://www.docudesk.com/download.asp
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Icons 
  The following icons are used in this guide: 
 
 

Note:  A note is an informational message containing a suggestion or a 
tip 
 
 
 
Alert:  An alert icon is a message to follow instructions closely  
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Overview 
Thank you for purchasing Docudesk’s deskPDF, a leading product in electronic 
document publishing automation.  This guide is designed to help IT 
administrators and managers gain an understanding of the options available for 
deploying deskPDF and how to configure deskPDF to meet their document 
security and document publishing guidelines. 
 
This guide is intended to address those features found in version 2.5 of deskPDF.  
The concepts covered in this document can be applied to both deskPDF 
Professional and deskPDF Standard, however, many of the available security and 
configuration options found in deskPDF Professional are not applicable to 
deskPDF Standard. 

 
   

Audience 
There are many nuances to enterprise software deployment and configuration. 
This guide is intended to provide guidance to those familiar with software 
publishing and centralized configuration tools available from companies such as 
Microsoft.  
 

Note:  As there are many complexities to software publishing, as such, 
they should be carefully planned.  Users unfamiliar with Microsoft 
Active Directory, .MSI software builds, and Group Policy Object (GPO)   
configuration are encouraged to familiarize themselves with these topics    
before proceeding. 
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This section describes how to deploy deskPDF on a Microsoft Windows based 
network.  Docudesk can easily be deployed enterprise-wide in several ways 
including; using Active Directory Group Policies, scripts, or through using other 
3rd party deployment software.  The scope of this document is on using GPO 
software assignment and publishing to deploy deskPDF.   
 

Getting Started 
Before you begin, the Group Policy Management Console must be installed in 
order to follow this guide as written.  The console software is freely available 
from Microsoft’s web site via this url: 

http://support.microsoft.com/common/international.aspx?rdpath=dm;en-us;select&target=assistance&c1=508. 

 
Group Policy Deployment 

Using GPOs administrators can define how to deploy deskPDF.  There are two 
deployment methodologies which can be used via GPOs, Publishing and 
Assigning.  deskPDF supports both approaches.  When the policy is defined for 
users, only the users under by the policy will have access to deskPDF.  (i.e. if 
multiple users use the same machine with unique logins, only those listed in the 
policy will have access.  The policy can be defined to affect computers in a given 
group in which case all users on the listed machine will be provided access. 
 
When the software publishing approach is used, deskPDF is listed as an available 
application in the user’s Window’s Add or Remove Programs and must be 
manually installed by the end-user.  When deskPDF is deployed via assignment, 
it is automatically installed upon computer restart or when a user logs in.  The 
dependency on computer restart or user log in is based on whether the 
deployment is for users or if the deployment is for users. 
 

Deploying deskPDF using Group Policy Objects 
  The following steps outline how to install deskPDF using GPOs. 
 

1. Copy the MSI file into a network share distribution point.   
2. Start the Group Policy Management Console.  Located at Start �  

Control Panel �  Administrative tools �  and select Group Policy 
Management 

3. Select the appropriate domain and right click Group Policy Objects 
4. Select New and Enter name of new GPO for deskPDF deployment 
5. Select the newly created deskPDF GPO under Group Policy Objects in 

the left pane. 

http://support.microsoft.com/common/international.aspx?rdpath=dmen-usselecttarget=assistancec1=508
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6. Click Add in the Security Filtering section of the Scope tab in the right 
hand pane in Figure 1. 

 
 

 

 
 

    Figure 1 
 
 

7. Click Object Types in the Select User, Computer, or Group window  
8. Add the users which you want to deploy deskPDF 
9. After adding users close the Select User, Computer, or Group window 
10. Now Select in the left pane the new group created for deskPDF and edit 

this group by right-clicking and Selecting Edit. 
11. Expand the Software Settings folder and right-click the Software 

installation icon as shown in Figure 2. 
 

 
 

            Figure 2 
 
 
12. Select New�  Package (Figure 2). 
13. Browse to location of deskPDF MSI on network share and Select it. 
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14. Choose whether the deployment is to be Assigned (auto install) or click 
Advanced to publish the application (populates users programs in 
add/remove programs). 

 

 
Note: The deskPDF Configuration Tool allows for deploying a 
transformed MSI package with pre-defined custom settings.  Alternately, 
deskPDF can be dynamically customized via registry based group policy 
settings. 
  

 

deskPDF MSI Configuration Tool 
To create a custom deskPDF MSI installer with settings pre-defined, 
administrators may use the deskPDF Configuration Tool (dCT).  The dCT tool is 
included in the deskPDF Admin and Deployment Kit which is provided by 
Docudesk free of charge.   Once installed, the dCT can be launched via the 
shortcut located under Start�  Programs � Docudesk � Admin and Deployment 
Kit. 
 
The dCT steps through the process of making deskPDF specific configurations, 
applying the configurations to a transform file, and optionally applying the 
transform file to the deskPDF MSI installer package to create a custom installer. 

                                      
 

                
                                    

                                               Figure 3 
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The first step (Step 1 in Figure 3) required is to configure deskPDF specific 
custom settings using Microsoft’s Group Policy Editor.  The Configure Settings 
button will launch the Microsoft Group Policy Editor MMC snap-in.   
 
Once the Group Policy Editor is launched select the Administrative Templates 
folder in the left pane (Figure 4).  Once this folder is opened, click the deskPDF 
Custom MSI folder icon.  The available settings will then be displayed in the 
right hand pane.  Double-clicking a setting icon opens the dialog used to apply 
changes. 
 

Note: For information on available settings, refer to deskPDF 
Configuration in the following section. 

 
 

 
 

        Figure 4 
 

After these settings are modified, exit the editor.  After exiting, the dCT will 
import the settings and the Select MSI button will become available for selection. 
 
  

Note:  The dCT uses this instance of the Group Policy Editor solely for 
configuring deskPDF MSI packages.  The settings made when using the 
dCT are not saved as local machine policies.  Any existing local machine 
policies will not be displayed and any new policy changes will not be 
applied in this instance of the Group Policy Editor.  All existing local 
machine policies are preserved after using the dCT. 

 
 
The second step is used if the administrator wishes to apply custom profiles to 
the MSI based on the profiles available on the machine which the dCT is 
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executed.  To select the multiple profiles for a particular transform, hold down 
either the control or shift button (Figure 5). 
 

 
 

Figure 5 
 

Note: To use this functionality, profiles must already exist on the 
computer.  To learn more about creating profiles, refer to the deskPDF   

            Professional v2.5 User Guide.   
 

Note: Administrators can define profiles which utilize configuration 
settings which are made unavailable via the custom Group Policy 
 configurations. 

 
 
The third step requires selecting the deskPDF MSI installer package to which the 
custom settings will be applied.  Browse to the directory where the MSI file is 
stored and select the MSI Installer package (Figure 6).   
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      Figure 6 
 

 
 
The fourth step is to select the file name and location of where the MSI transform 
file should be saved once created by the dCT (Figure 7).  
 

                            
 

 Figure 7 
 
 
Once this is performed, the transform file can be created by clicking the Create 
Transform button in Step 5.   This transform can then be applied to the MSI 
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installer immediately through the dCT user interface (refer to Optional Step in 
Figure 3), via the command line using msiexec.exe or during GPO deployment. 
 
 

Note: This approach although effective for statically configured 
applications, is not ideal for deployments which will be regularly 
reconfigured.  Refer to deskPDF Configuration for information on 
deskPDF’s registry based Group Policy settings.  This method allows for 
greater control and can dynamically configure client deskPDF 
installations without the need for re-deployment. 

  

Scripting Installations 
deskPDF’s standard installer can also be deployed using scripting technologies.  
Writing deployment scripts is out of scope for this document, however, 
deskPDF’s installers do provide a silent switch which allow deskPDF to be 
deployed silently (without installation dialogs) on client machines.   
 
To use the silent install option with deskPDF’s exe installer, execute the 
deskPDF installer with the /verysilient command line switch.   
 

Example: c:\ deskPDF25Ent-Setup.exe /verysilent 
   
To use the silent install option with deskPDF’s MSI installer, execute the 
following command line: 
  

Example: msiexec /i c:\ deskPDF25Ent-Package.msi /quiet 

 

deskPDF Terminal Services Deployment 
 

To deploy deskPDF in a terminal services environment, log in to the Windows 
server which will host the deskPDF application with admin rights. As with any 
other application, use the following sequence to install:  Start �  Control Panel 
�  Add/Remove Programs �  Add New Programs �  CD or Floppy �  Browse to 
location of deskPDF installer .exe or .MSI �  Finish.  Figure 8 shows the Add or 
Remove Programs dialog for reference.  
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     Figure 8 
 

    
To implement user restrictions based on the number of purchased deskPDF 
licenses go to Printers and use right-click the deskPDF object then click 
Properties.  This will open the Properties dialog box.  Click on the Security tab.  
Add or remove users accordingly. 
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deskPDF version 2.5 includes new capabilities to allow for centralized policy-
based control and administration of the deskPDF user base.  The following 
sections cover the two primary ways for centrally administering deskPDF. 
 
 

deskPDF Security Model 
deskPDF provides a four tier security model which allows for both administrators 
and end users to work in tandem to align business document policies with 
individual user tasks.  At any point a policy conflict occurs (i.e. a user defines 
one setting and it conflicts with a corporate setting), a locked higher level setting 
will be the one which will be the one presented to the user.  If higher level 
deskPDF settings are not locked, or configured as suggestions, they will not 
override sub-level settings. 
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       Figure 9 
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Active Directory GPO Configuration 
Using Group Policy Objects to configure deskPDF clients is the preferred 
method as it is dynamically integrated with the client via Active Directory and 
changes are made to the client without requiring redeploying deskPDF.   
 
 
Before you begin, we recommend installing the Group Policy Management 
Console if you have not already done so.  The console software is freely 
available from Microsoft’s web site via this url: 
http://support.microsoft.com/common/international.aspx?rdpath=dm;en-us;select&target=assistance&c1=508. 

 
To open the Active Directory Users and Computers snap in, select Start �  
Settings �  Control Panel �  Administrative Tools �  Active Directory Users and 
Computers 
 
 

                  
 

  Figure 10 
 
 
 
Select an initial target Organizational Unit for applying the configuration 
settings.   Right-click on the target group and select Properties (Figure 10).  
Next, Select the Open button under the Group Policy tab (Figure 11). 
 
 

http://support.microsoft.com/common/international.aspx?rdpath=dmen-usselecttarget=assistancec1=508
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  Figure 11 
 

After clicking the Open button the Group Policy Management Console will open.  
Right-click on the targeted group and select Create and Link a GPO Here 
(Figure 12). 
 

            
 

Figure 12 
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Next, Enter a new name for the GPO (Figure 13). 
 
 

 
 

   Figure 13 
 
 
Expand the target group in the left pane and select edit to modify the newly 
created GPO for the target group.  (Figure 14). 
 
 

 
 

Figure 14 
 
After Edit is selected the Group Policy Editor will open.  The next step is to add 
in the deskPDF template by Right-Clicking  Administrative Templates under 
User Configuration (Figure 14). Select Add to insert the deskPDF.adm file 
(Figure 15).  
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Figure 15 
 

Search for deskPDF.adm on the computer or browse the default folder 
(c:\windows\inf) which deskPDF.adm is typically installed (Figure 16).   
 
 

 
 

Figure 16 
 
 
After the template is added the Docudesk deskPDF Profile Settings template will 
be available under the Administrative Templates hierarchy as shown in Figure 
17.  Close the Group Policy Editor and return to the Group Policy Management 
Console. 
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                Figure 17 
 

After closing the Group Policy Editor, the available deskPDF policies can now 
be applied.  Navigate to the Group Policy Objects folder in the left menu pane 
and expand it.  Select the name chosen for the deskPDF Policies and select the 
Settings tab in the right pane (Figure 18).  Modify the desired policies as 
necessary. 
 

 
 
           Figure 18 
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deskPDF Terminal Services/Individual Desktop Config uration  

For standalone deskPDF Terminal Services or per instance desktop 
configurations, local machine group policies can be used to configure settings for 
all end users on a given server or desktop.  Run the policy editor (start-run-
gpedit.msc), install the deskPDF.adm file and follow steps listed above in Active 
Directory GPO Configuration to set local machine policies. 
 
 

Available Settings and Properties 
 

deskPDF provides granular control via registry based policy settings when used 
with GPOs or local machine policies and provides a powerful solution for 
document security and setting an enterprise-wide document handling protocol. 
 
With registry based group policy settings, administrators can do things such as: 
 

·  Require the end user to use a particular watermark or letterhead or 
provide them with a limited selection to choose from. 

·  Require that all PDF’s are saved to a particular local or network 
directory. 

·  Require that a particular level of security is used with particular 
permissions such as disallow copying or disallow printing 

·  Establish a PDF compatibility standard 
·  Establish file name conventions to ensure file name uniqueness (i.e. 

adding timestamps to filenames) 
 
 

The following properties can be configured to tailor the deskPDF deployment.    
Many of the fields can be locked such that they are restricted from use by the end 
user.  The three positions of the lock are none (unlocked), not visible (locked- 
item is removed from user’s application instance), and disabled (locked- item is 
“grayed out” on user’s deskPDF instance). 

 
  Security Settings: 
   Encryption Level Lock:  unlocked, not visible, disabled 
   PDF Encryption Level:  no encryption, 40-bit, 128-bit 
   Owner Password Lock:  none, not visible, disabled 
   User Password Lock:  none, not visible, disabled 
   Disable Password Warnings:  yes, no 
   Allow Printing:  yes, no 
   Lock allow Printing:  none, not visible, disabled 
   Allow Copy and Paste: yes, no 
   Lock allow Copy and Paste:  none, not visible, disabled 
   Allow Modify Content:  yes, no 
   Lock allow Modify Content:  none, not visible, disabled 
   Allow Modify Annotations:  yes, no 
   Lock allow Modify Annotations:  none, not visible, disabled 
   Allow Screen Reading:  yes, no 
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   Lock allow Screen Reading:  none, not visible, disabled 
   Allow Degraded Printing:  yes, no 
   Lock allow Degraded Screen Printing:  none, not visible, disabled 
   Allow Assembly:  yes, no 
   Lock allow Assembly:  none, not visible, disabled 
   Allow Fill-In:  yes, no 
   Lock allow Fill-In:  none, not visible, disabled. 
 
 
  General Settings:  
   PDF Compatibility: PDF 1.2, PDF 1.3, PDF 1.4 
   Default Title: <insert text> 
   Default Subject: <insert text> 
   Default Keywords: <insert text> 
   Default Author: <insert text> 
 
 
  deskPDF Profile Settings: 
   Lock All Profiles Selections:  none, not visible, disabled 
   Lock Profile Selection:  none, not visible, disabled 
   Lock Profile Delete:  none, not visible, disabled 
   Lock Profile Save:  none, not visible, disabled 
   Lock Profile Default:  none, not visible, disabled 
 
 
  Display Preferences: 
   Auto-Rotate Pages:  Page by Page, Document, None 
   Lock Auto-Rotate Pages:  none, not visible, disabled 
   Viewer Display Menu:  Bookmarks, Hide Menu UI, Thumbnails 
   Lock Menu Display:  none, not visible, disabled 
   Viewer Page Layout:  Single Page, Facing Pages, One Column Two  
    Column Left, Two Column Right 
   Lock Page Layout:  none, not visible, disabled 

Viewer Zoom:  Fit Page, Fit Width, 10%, 25%, 50%, 75%, 
100%, 125%, 150%, 200%, 400%, 800% 

   Lock Viewer Zoom:  none, not visible, disabled 
   View Full Screen: yes, no 
   Hide Menu Bar: yes, no 
   Hide Toolbar: yes, no 
   Show PDF Title in Caption: yes, no 
 
  Application Settings: 
   Disp Adv Options: yes, no 
   Lock Disp Adv Options: none, not visible, disabled 
   File Name Suggest: Yes, no 
   Lock Filename Suggest: none, not visible, disabled 
   Copy Filename to Clipboard: none, not visible, disabled 
   Lock Copy Filename: none, not visible, disabled 
   Remember Last Settings: yes, no 
   Lock Remember Settings: none, not visible, disabled 
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  Stationery: 
   Stationery Path:  <insert text> 
   Stationery Name:  <insert text>  
   Lock Stationery Selection:  none, not visible, disabled 
   Apply Stationery as Watermark: yes, no 
   Lock Stationery Watermark:  none, not visible, disabled 
   Disable Stationery:  yes, no 
 
  
  Default Save Path: 
   Default Save Path:  <insert path> 
 
 

 
 

References 
 
The following links provide additional information on GPO configuration and deployment 
 
  http://www.microsoft.com/windowsserver2003/techinfo/overview/gpintro.mspx 
 

http://www.microsoft.com/windowsserver2003/gpmc/gpmcwp.mspx 
 

http://www.microsoft.com/windowsserver2003/gpmc/default.mspx 
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Additional Considerations 
 
The latest security patches and service packs within Microsoft Windows can introduce pop up 
warning messages on user’s computers when new macros are deployed whether from the user 
installing a Docudesk product or from a centralized Docudesk deployment.  We digitally sign our 
macros which is all a software vendor can to comply with Windows security.   
 
The three options below provide ways to bypass this notification by registering Docudesk’s 
deskPDF macros as trusted sources. The only other alternative to suppress this message from 
recurring is to notify the end users to approve the macro and check "always trust content from 
Docudesk Corporation".  As with the automated methods detailed below, this manual method will 
ensure users are never warned again about security issues pertaining to a Docudesk product. 
 
It is important to note that from our experience we have found that not employing these 
recommendations will result in users clicking the “No” for installation of the deskPDF macros 
when they are prompted by the Windows security notification. 
 
 
Method 1:   Using Microsoft Word's admin template, you will want to enable "trust all 
installed add-ins and templates" and have the macro security level set to "medium" in order to 
suppress the enable macros notification.   
 
 
Method 2:   Office 2003 shares the same trusted publisher’s keystore that IE uses.  Using the 
internet maintenance extension, administrators can import the trusted publishers list from any 
given machine's keystore and push it out via GPO.  The following link provides describes this 
process. 
 
http://technet2.microsoft.com/WindowsServer/en/Library/1f105ee4-b025-478c-a03e-
77fcd91a64e41033.mspx 
 

Method 3:   
Once the macro is approved on one machine it can be exported and pushed via script.  On the 
computer that has the deskPDF macro approved, the cert should be viewable in the IE trusted 
publisher’s store.   
 
To view the IE trusted publisher’s store open IE then navigate the menu bar via Tools | Internet 
Options |Content | Publishers.  Select the Docudesk cert then export to a base64 encoded X.509 
cert file named "docudesk.cer".   
 
From your script run these two command lines: 
 
Machine wide install (all users): 
certmgr.exe -add docudesk.cer -c -s -r localMachine Root 
certmgr.exe -add docudesk.cer -c -s -r localMachine TrustedPublisher 
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Install for current user only: 
certmgr.exe -add docudesk.cer -s Root 
certmgr.exe -add docudesk.cer -s TrustedPublisher 
 
Certmgr may need to be pushed to these desktops or use from a network 
share. Further, run the script with administrative rights for the machine wide install. 
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